
THE STATE OF 
PAYMENTS FRAUD 
IN AUSTRALIA

What type of fraud was committed?

With over 2.6M
cases of fraud

Why is Card Not Present so prevalent?

MOST OF THIS FRAUD IS LIKELY DUE TO 
SOPHISTICATED MALWARE AND PHISHING ATTACKS
AS WELL AS LARGE-SCALE DATA BREACHES.
Australian Payments Clearing Association
Fraud Statistics 2016

How can merchants stay safe?
Although most financial organisations in Australia are actively adopting technologies to combat fraud, 
CNP is alive and well. Merchants can implement simple measures into day-to-day practices to help 
protect themselves and their customers from card fraud. 

Despite new technologies being available to protect against online fraud, CNP Fraud is 
increasing much faster than  eCommerce growth in Australia. Since 2013 CNP fraud has 
grown almost five times faster.
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Card Not Present
Occurs when valid card details are stolen and 
then used to make purchases online

Counterfeit or Skimming
Details are skimmed from a card’s magnetic 
stripe and used to create a fake card

Lost or Stolen
Transactions made on a card that has been 
reported lost or stolen

Never Recieved Card
Transactions made on a card that was stolen 
before it was received by the owner

Fraudulent Application
Transactions made on a card created with 
someone else’s identity or false information

Lost or Stolen
Broad range of fraud cases, an example 
would be identity takeover

eCommerce Industry
21.6% Growth
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CNP Fraud
95% Growth

SPECOMMERCE Whitepaper 
http://www.specommerce.com.s3.amazonaws.com/dl/fs/150416_fs_australia.pdf

APAC 2016 - Fraud Statistics
http://www.apca.com.au/payment-statistics/fraud-statistics/2016-financial-year

in 2016

$521M
was lost to credit card fraud

Digital Verification Code

Implementing a 3 or 4 digit verification 
code will further e�orts towards reducing 
fraud for internet transactions.

Fraud Detection Tools

These tools are critical for identifying and 
stopping fraud and work by detecting 
account origination, account takeover and 
payment fraud.

Tokenisation

Replacing sensitive data with unique 
identification symbols that retain all the 
essential information about the data 
without compromising its security. 

Online Authentication

There are various e-authentication 
methods that can be used to authenticate a 
user's identity ranging from a password to 
higher levels of security that utilize 
multifactor authentication (MFA).

PCI Data Security Standards

These are a set of security standards 
designed to ensure that ALL companies that 
accept, process, store or transmit credit card 
information maintain a secure environment.

Technology and security go hand in hand at eWAY. From 
maintaining legal compliance to ensuring that our global 

infrastructure processes millions of payments without fail, eWAY 
systems are designed to meet expectations.

EWAY HAS A RANGE OF FRAUD PROTECTION TOOLS AVAILABLE TO SUPPORT OUR MERCHANTS

GET PROTECTED LEARN MORE

https://my.eway.io/fraud-protection?utm_source=fraudinfographic
https://www.eway.com.au/features/antifraud-beagle-enterprise



